
The Security Lottery: Measuring Client-Side Web
Security Inconsistencies

Sebastian Roth Stefano Calzavara Moritz Wilhelm Alvise Rabitti
Ben Stock

Presented by
Ramesh Adhikari

Graduate Research Assistant
School of Computer and Cyber Sciences, Augusta University

November, 2022

Advanced Topics in Comp. Sec. The Security Lottery: Measuring Client-Side Web Security InconsistenciesAugusta University 2022 1 / 28



Table of Contents

1 Introduction

2 Technical Preliminaries

3 Motivation

4 Contribution

5 Data Collection framework

6 Formalizing Inconsistencies

7 Measuring Inconsistencies

8 Conclusion

Advanced Topics in Comp. Sec. The Security Lottery: Measuring Client-Side Web Security InconsistenciesAugusta University 2022 2 / 28



Table of Contents

1 Introduction

2 Technical Preliminaries

3 Motivation

4 Contribution

5 Data Collection framework

6 Formalizing Inconsistencies

7 Measuring Inconsistencies

8 Conclusion

Advanced Topics in Comp. Sec. The Security Lottery: Measuring Client-Side Web Security InconsistenciesAugusta University 2022 3 / 28



Introduction

Web apps are a primary target for attackers because they are one of
the main entry points to security-sensitive information and
functionality that we use on a regular basis.

To mitigate a variety of Web attacks, modern browsers support
client-side security policies shipped through HTTP response headers.

To enforce these defenses, the server needs to communicate them to
the client, a seemingly straightforward process.

However, same site can be accessed by users in a variety of ways,
such as by utilizing various User-Agents, network access techniques,
or language settings.

All these usage scenarios should enforce the same security policies,
otherwise a security lottery would take place.
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Technical Preliminaries: Content Security Policy (CSP)

Content Security Policy can significantly reduce the risk and impact of
cross-site scripting attacks in modern browsers.
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Technical Preliminaries: X-Frame-Options
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Technical Preliminaries: Strict Transport Security

HTTP Strict Transport Security (HSTS) is a simple and widely supported
standard to protect visitors by ensuring that their browsers always connect
to a website over HTTPS
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Motivation

A web site may set the secure attribute on its session cookies when it
is accessed using Chrome, but may forget the attribute when it is
accessed using Opera.

Opera users vulnerable to cookie
May enable session hijacking attacks against a specific user population

A web site may configure its content security policy (CSP)
differently when accessed from different countries.

e.g., due to the use of different ad networks, and there is no guarantee
that all these CSPs enjoy the same security guarantees.

Security mechanisms might change when sites are accessed from
different geolocations.

Visitor originates from a specific country or because they rely on a
VPN or the Onion network to spoof their geolocation
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What is an Inconsistency?
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Contribution

Authors measured the commonness of inconsistencies in the security
policies of top sites across different client characteristics and they quantify
their security implications:

They propose a data collection methodology

They introduce general definitions of consistency for clientside
security mechanisms

They apply their definitions to the collected data and they report
on the key findings
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Data Collection framework

They propose a data collection methodology to their analysis and they
build a dataset of 13,626,145 responses collected from the 10,000
highest-ranking sites by crawling based on the Tranco list of January 1,

2022.
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Data Collection framework

They identify three factors which users may legitimately manipulate as
part of their everyday Web browsing experience, without realizing that
they can unintendedly affect Web application security.
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Formalizing Inconsistencies

Authors introduce general definitions of consistency for clientside security
mechanisms and they express them to a set of popular defenses available
in modern browsers.

All the responses collected from the same URL must enforce the
same security policies.

But they consider, two security policies can be syntactically different,
yet provide an equivalent level of protection. For example, two
syntactically different CSPs may both effectively mitigate the dangers
of XSS.

Intra-test consistency: It requires all compatible responses collected
within the same test to provide an equivalent level of protection.

Inter-test consistency: It requires all compatible responses collected
within two different tests (defined for the same factor) to provide an
equivalent level of protection.
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Example of consistencies

Consider just two tests for the User-Agent factor: Chrome 96 for Windows
and Firefox 95 for Linux. Assume that pages are visited five times for each
test and may be classified in two security levels: low (L) and high (H)

First row represents a scenario where Intra-test consistency and
inter-test consistency are satisfy.
Second row represents a scenario where intra-test consistency doesnot
hold, hence inter-test consistency is undefined.
Third row represents a scenario where intra-test consistency is
satisfied but inter-test consistency is not.
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Measuring Inconsistencies

Authors apply their definitions to the collected data and they report on the
key findings. Their measurement shows that a significant fraction of the
analyzed Web sites suffers from different types of client-side security
inconsistencies.
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Measuring Inconsistencies

Overview of overlap with additional snapshots of their analysis.
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Disclosure Email

Authors sent email to the respective site operator, contained information
about their institutions, as well as a detailed description of the individual
inconsistent headers and how they were collected.

In total, they sent out 256 emails.

They only got 21 response

Seven operators asked them to provide more details
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Conclusion

This paper investigated the inconsistent configuration of client-side
security mechanisms on top sites.

Client-side security is not equally delivered to all clients!

321 Sites had some security inconsistencies!

Authors observed that Inter-test inconsistencies across network access
methods might arise due to misconfigured origin server for specific
geolocations.
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Thank You!
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